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1. Preface

The XMLMill application isintended for software developers who want to generate .pdf documents
from xml and/or xsl.

For an overview of how to use XMLMill in general please consult inthedocs/ directory:.
¢ api doc/ -- The JavaDoc concerning the XMLM | | public api.
¢ usergui de. pdf -- XMLMill user's guide.
¢ dt dgui de. pdf -- Anexplanation of XMLMill's elements (tags) and their attributes.
.

sanpl esgui de. pdf -- Anoverview of the examplesin thesanpl es/ directory
contained in the download.

¢ digital signatures. pdf -- Extensive examples describing how to digitally sign PDF
documents.

If you have questions, please do not hesitate to send a mail to support@xmlmill.com.

U Thisdocument is completely generated with XMLMill 2.60 using r not es260. xm and
rnot es. xsl . These files can be found in the directory sanpl es/ docs/ r not es inthe
download.



mailto:support@xmlmill.com

2. Upgrading from previous versions

2.1. Upagrading from version 2.50

No changes on .xdl/.mill/.mill or Java applications are required, but the use of the latest
xm mi 1. xsd of thisversionisrequired in order to be able to use the new functionalities.

2.2. Uparading from earlier versions

The best procedure to make your transition as smooth as possible is as follows:
1 Back up al your xml/xsl/mill files or Java code.

2. Read all release notes http://www.xmlmill.com/news.html from your current version to
the latest version in correct order (from oldest rel ease notes to newest).

3. Modify your xml/xsl/mill files or Java code accordingly to the release notes.

U Previous versions can be found at http://maww.xmlmill.com//downl oad/xmlmillforjava.html #pv
or http://mwwww.xmlmill.com//downl oad/xmlmillfor domino.html#pv
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3. What's new ?

3.1. XMLMill for Java

This release notes document describes all new (or enhanced) functionalitites of version 2.60 of
XMLMuill. The main changes are:

¢ Support for digital signatures.

¢ Bug fixes.

3.2. XMLMill for Domino

This release notes document describes all new (or enhanced) functionalitites of version 2.60 of
XMLMuill. The main changes are:

¢ Support for digital signatures.

¢ Bug fixes.




4. XMLMill for Java

4.1. Diqgital Signatures

4.1.1. Description

As of thisversion XMLMill can sign pdf documents during the gener ation of a PDF document (one
step generation).

The signing of documents is done in one-pass, without the need to first generate the document, save it
on disk and then to reread the document to sign it.

Thisis an important feature for High-Performance Web Applications using XMLMill with the Java
Servlet API, where the signing of PDF documents should be done as fast as possible without the need
for diskspace (in memory only, zero disk base use).

Furthermore, as the signing is done during the generation of the PDF document, no valuabletimeis
lost (asthere is no need to reread the document to sign it).

The signatures produced can be verified using the freely available Adobe Reader 6.0+, therefore
ensuring embedded signatures have the widest possible reach and can be verified by any recipient.

Digitally signing PDF documents serves two purposes:
¢ ldentify the author of the document

¢ To ensure the document has not been modified after it was signed.

Thisis done by calculating a checksum of the document and then encrypting that
checksum with the "private key" of the author, which can later be verified by a user, by comparing it
with the corresponding public key.

U It is assumed that the reader has some basic knowledge of public/private key cryptography.

0 It is advised to.use at least Acrobat Reader 6.0 or later if you want to verify the digitally signed
documents.

[0  APDF document can only contain one signature.

4.1.2. Supported Crypto-systems

Currently only RSA is supported, not DSA (Digital Signature Algorithm). This has to do with the fact
that XMLMill needsto know what the length of the generated key will be before generating the
document.

Some online explanations of encryption:
1.  Whatisadigital signature (http://www.youdzone.com/signature.html)

2. Public Key Cryptograpy explained (http://www.ccs.neu.edu/home/tdunn/honors/)

[l  The RSA public-key cryptosystemis the most popular form of public-key cryptography. RSA
stands for Rivest, Shamir, and Adleman, the inventors of the RSA cryptosystem.

[  TheDigital Sgnature Algorithmisalso a popular public-key technique, though it can only be
used only for signatures, not encryption.

4.1.3. Supported Handlers

XMLMill supports following handlers:
¢ Sdf signed (Adobe. PPKLI t e)

¢ VeriSign plug-in (Veri Si gn. PPKVS)
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¢ Windows Certificate Security (Adobe. PPKVS)

Signing and verifying with XMLMill is easy, as the signing is done during the generation process. The
difficult part comes with the key and certificate generation, as you need to have a (basic)
understanding of using private/public keys and certificates with Java.

4.1.4. Visible and invisible signatures

4.1.4.1. Visible signature

A visible signature will add an icon (and some user-defined text) on a page (the page that is generated
on the moment them : si gnat ur e element is executed.

In following example the signature is added at the bottom of the page:

4.1.4.2. Invisible'signature

the world who make our successes possib.
As we look ahead, our strategy to focus o1
with exciting opportunities and challenges

our objectives.

Yours faithfully,

-

Mr. John Smith
{President & Chief Executive Officer)

Aninvisible (blind) signature does not add an icon (or user-defined text) on a page. It can only be seen
inthe Si gnat ur es pane. Thelist of information includes following elements:

14

¢
¢
¢
¢
¢

Signer's name
time of signing
signature validity
reason for signing
location of signing

document's revision humber




Opfions + X

= Recipkent Skgnatures =
The Folowsing peaple have digtaly counter-sgned this docume
= # Signed by support kmibmill
= Signature is wabid:
Dooument has not bean modfied snoe ths signat

wu -\‘i ﬁm‘lﬂlﬂ't!\"w.,q_

Sligned b the ourrent ussr
+ Time: Z006.05. 14 22:51:53 +01'00
Reason: Mat Availsble
Fedd: Signatursl on page 1
Document resdsion: & of 1

4.1.5. Configuration

In order to sign documents XMLMill must be configured so it knows where to get the private key and
certificate to sign the document(s).

As XMLMill is Javabased it needs akeyst or e file where the needed information can be accessed.

The configuration file is extended with the <cr ypt ogr aphi c- servi ce- provi der > element
and it child elements:

Example:

<crypt ogr aphi c- servi ce- provi der >
<keystore file="file:/C /Dataldsa. keystore"
storetype="j ks"
st or epasswd="123456"
servi ce-provi der-interface="sun. security.provider. Sun"
si gnat ur ehandl er =" Adobe. PPKLi te" >
<alias name="xmmll"
keypasswd="123456"/ >
</ keyst ore>
</ crypt ogr aphi c- servi ce- provi der >

The following sections explain the different elements.

4.15.1. Element: keyst or e

Thekeyst or e element has various attributes describing the characteristics of the keystore that is
used by XMLMill to sign the generated documents.

[0  Currently only one keystore can be defined in the configuration file (conf i g. xm ).

4.1.5.1.1. Attribute: fi l e

Value: <name>

Initial:  an empty name

Required: Yes
Description:

Defines the name and location of the keystorefile.

4.1.5.1.2. Attribute: st or et ype

Value: <name>
Initial: an empty name
Required: Yes
Description:




Specifies the type of keystore to be used.

4.1.5.1.3. Attribute: st or epasswd

Value: <name>

Initial: an empty name
Required: Yes
Description:
The keystore's password.

4.1.5.1.4. Attribute: servi ce-provider-interface

Value: <name>

Initial:  an empty name

Required: No
Description:
The class name of an implementation of a specific cryptographic-service-provider.

U In case this attribute is not defined a corresponding class will be looked for using the default
Java security mechanism (looking for a provider defined inthej ava. securi ty filein the
l'jrellibl/security directory of a Javaimplementation).

4.1.5.1.5. Attribute: si gnat ur ehandl er

Value: <name>

Initial:  an empty name

Required: Yes
Description:
The signature handler to used when generating the pdf document.

4.1.5.2. Element: al i as

Theal i as element defines which entries in the keystore can be used for signing a document. It has
following attributes:

4.1.5.2.1. Attribute: nane

The name of the alias as defined in the keystore that can be used to sign a document.

4.1.5.2.2. Attribute: keypasswd

The password of an alias.
[l  Thename of the alias can bereferenced in the <si gnat ur e> element (see later).

0 In case no aliases are defined (the al i as element is absent), all available aliasesin the
keystore can be used to sign a document.

4.1.6. Element: M : si gnat ure

To digitally sign a pdf document them : si gnat ur e element is used.

It will define which aliasto useto sign the document and describe the location and visual layout of the
signature (if the signature should be visible).

The element has following attributes:
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<! ELEMENT m :signature (%basic-inlines;)*>
<! ATTLI ST m : si gnature

%absol ut e- posi ti on-properties;

% onmon- bor der - properti es;

% onmon- | i ne- hei ght - properti es;

%ommon- i nl i ne-properties;

% ommon- keeps- and- br eaks- properti es- bl ock;

% ommon- mar gi n- properties;

% onmmon- paddi ng- properti es;

% el ati ve- posi tion-properties;

backgr ound- col or CDATA #l MPLI ED

background- grayscal e CDATA #l MPLI ED

hangi ng-i ndent CDATA #| MPLI ED

hei ght CDATA #| MPLI ED

i d CDATA #| MPLI ED

i nk-id CDATA #l MPLI ED

text-align (start | center | end | justify | inside | outside | left | right |
inherit) # MPLI ED

t ext -i ndent CDATA #| MPLI ED

text-valign (top | center | bottom #l MPLI ED

wi dt h CDATA #| MPLI ED

wr ap-option (no-wap | wap) # MPLIED

vi si bl e CDATA #l MPLI ED

name CDATA #l MPLI ED

reason CDATA #l MPLI ED

| ocati on CDATA #l MPLI ED

al i as CDATA #l MPLI ED

i mge CDATA #l MPLI ED

Themnl : si gnat ur e element behavesthe same asthem : t ext box element, but with following
specific attributes:

al i as CDATA #l MPLI ED

i mage CDATA #l MPLI ED

| ocati on CDATA #l| MPLI ED
name CDATA #| MPLI ED
reason CDATA #| MPLI ED
vi si bl e CDATA #| MPLI ED

Below only the attributes are defined which are specific for the <ni : si ghat ur e> element. For the
other attributes please consult the DTDGuide document,

4.1.6.1. Attribute: al i-as

Value: <name>
Initial: an empty name
Required: Yes
Description:

Theal i as attribute defines which alias name to use to locate the corresponding private key and
certificate(s) in the keystore as defined in the configuration file (conf i g. xm ).

0 If this attribute is not defined the first alias as defined in the keystore is used.

4.1.6.2. Attribute: i mage

Value: <name>

Initial: an empty name

Required: Yes

Description:
Thei mage attribute defines if an image should be part of the visible signature.

4.1.6.3. Attribute: vi si bl e

Value: on |off
Initial:  on




Required: Yes

Description:

Thevi si bl e attribute defines whether or not the signed document should bear avisible signature on
the page.

4.1.6.4. Attribute: nanme

Value: <value>

Initial:  an empty name
Required: Yes
Description:

The nane attribute defines the value of the/ Nane key intheinternal / Si g object of the PDF
document.

4.1.6.5. Attribute: r eason

Value: <value>

Initial:  an empty value
Required: Yes
Description:

Ther eason attribute defines the value of the/ REason key in theinternal / Si g object of the PDF
document.

4.1.6.6. Attribute: | ocat i on

Value: <value>

Initial:  an empty value
Required: Yes
Description:

Thel ocat i on attribute definesthe value of the/ Locat i on key intheinterna / Si g object of the
PDF document;

4.1.7. Examples

4.1.7.1. Visible signature (text only)

Following example generate visible signature with only text:

<m :signature text-align="left"
text-valign="t op"
font-size="12pt"
>
<m :inline font-weight="bold">M. John Smith</m:inline>

<m : br eak/ >
<m:inline font-style="italic">(President & Chief Executive Oficer)</m:inline>
/>
Theresultis.

¥{r. John Smith
(President & Chief Executive Officer)

4.1.7.2. Visible signature (image and text )
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Following exampl e generate visible signature with an image and text:

<m :signature text-align="left" text-valign="top" imge="file:inmages/ nmax-i mages.j pg"
paddi ng="2pt" font-size="12pt" >

<m : br eak/ >

<m : br eak/ >

<m : br eak/ >

<m : br eak/ >

<m : br eak/ >

<m : br eak/ >

<m :inline font-weight="bold">M. John Smth</m:inline>

<m : br eak/ >

<m:inline font-size="10pt" font-style="italic">(President & Chief Executive
Oficer)</m:inline>
</ m : si gnat ur e>

Theresultis:

A
C;{:yf’ e FG.

Mr. John Smith
(President & Chief Executive Officer)

4.1.7.3. Visible signature (image only)

Following example generate visible signature with an image only:
<m :signature text-align="left" text-valign="top" inmage="file:inages/ nmax-i nages.j pg"

paddi ng="2pt" font-size="12pt" />

Theresultis:

V4
C{,yf e




5. XMLMill for Domino

5.1. Digital Signatures

Please visit the Digital Signatures section in the previous chapter.




6. Bugfixes

Following bugfixes were solved:

¢ Indebug modeit was possible (in the log file) that the wrong versions number of the JAXP
transformer was displayed. This has been corrected.
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